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WHAT IS IDP AND IPS?

Intrusion detection is the process of monitoring your network traffic and analyzing it for signs of
possible intrusions, such as exploit attempts and incidents that may be imminent threats to your
network. For its part, intrusion prevention is the process of performing intrusion detection and then
stopping the detected incidents, typically done by dropping packets or terminating sessions. These
security measures are available as intrusion detection systems (IDS) and intrusion prevention systems

(IPS), which are part of the Content Security Bundle (CSB) License, used to detect and stop potential

incidents and are included functionalities within the vSRX.

WHAT ARE THE BENEFITS OF IDS/IPS?

IDS/IPS monitors all traffic on the network to identify any known malicious behavior. One of the ways in
which an attacker will try to compromise a network is by exploiting a vulnerability within a device or
within software. IDS/IPS identifies those exploit attempts and blocks them before they successfully
compromise any endpoints within the network. IDS/IPS are necessary security technologies, both at the
network edge and within the private cloud, precisely because they can stop attackers while they are
gathering information about your network.

Host-based
B IDS/IPS
saaaes |
Network- Server
based I.DS/ IPS
\ ] : — Host-based
\ Untrust s [ o - @
S LI .— oS
S Firewall Router Server
Host-based
IDS/IPS
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HOW DOES IDS WORK?

Three IDS detection methodologies are typically used to detect incidents:

Signature-based detection compares signatures against observed events to identify possible
incidents. This is the simplest detection method because it compares only the current unit of
activity (such as a packet or a log entry to a list of signatures) using string comparison operations.

Anomaly-based detection compares definitions of what is considered normal activity with
observed events in order to identify significant deviations. This detection method can be very
effective at spotting previously unknown threats.

Stateful protocol analysis compares predetermined profiles of generally accepted definitions for
benign protocol activity for each protocol state against observed events in order to identify

deviations.
IPS Inspection
13-L7
Standard FW Inspection
L3-14
Layer 7: Layer 4: Layer3: Layer 2:
Application Layer Transport Layer  Network Layer Data Link Layer

Protocol: 6 (TCP)
Src-Port: 22101
Dest-Port: 80

Src-IP: 5.5.5.10 | Src-MAC: 00:11:22:33:44:55
Dest-IP: 198.18.2.5 | Dst-MAC: 55:44:33:22:11:00

GET/malicious-we-page.html/1.1
Host:www.example.com
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IDP POLICY FRAMEWORK

Policy drives the IDP attack detection engine. IDP policy enables selective enforcement of various IDP
attack detection and prevention techniques on network traffic passing through the IDP engine.

Users can write very granular rules to match a section of traffic based on zones, networks, and
applications. Users can then apply specific attack prevention techniques on that traffic and take active
or passive preventive actions.

IDP Policy

IPS Rulebase Rulebase Exempt

/N

match e

Figure 2
Figure 2 illustrates the structural view of an IDP policy. An IDP policy can consists of an intrusion
prevention system (IPS) rule base. A rule base is a collection of rules. Rules contain a collection of
configuration objects and are similar in structure to security policy because they are configuration
objects to create match conditions and resulting actions. Once you create IDP policy, the action of
security policy applies it. Although many IDP policies might exist within the configuration, only one IDP
policy is active.

IDP PROTECTION MECHANISM: LIVE ATTACK DATABASE

Juniper networks maintains a database of attack signatures to use with the IDP feature. With a valid
license, users can retrieve updates manually by running a CLI command, or automatically by configuring
a JunOS security policy to update its database at regular intervals.

The full package download includes various policy templates. These policy templates offer protection
against a variety of common attacks. Once you install these templates, you can customize them to fit the
traffic patterns of a particular network.

© Juniper Networks. All Rights Reserved
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IDP POLICY

idp-policy RECOMMENDED {
rulebase-ips {
rule 1 {

match { Use existing zones with
from-zone SL-PUBLIC; defined addresses
source-address any;
to-zone SL-PRIVATE;
destination-address any;

Default application is

application default; - .
based on configuration

attack
attacks {
predefined-attack-groups [ "[Recommended]IP-Critical"”
" [Recommended ]IP-Minor" " [Recommended ] IP-Major" " [Recommended ] TCP-Minor"

" [Recommended ] TCP-Major" 1;
}
}

Attack Object

Predefined attacks or attack groups
Custom attacks or attack groups
Dynamic attack groups

then { Configurable actions:
action {
recommended; no-action drop-connection
} mark-diffserv close-client
drop-packet close-server
notification { recommended close-client-and-server
log-attacks;

}

} < Logs event to syslog

Figure 3

Figure 3 (above) shows an IDP policy configured with name RECOMMENDED. The 'rule 1'is an IPS rule
base with matching conditions. In this case, the rule matches from zone SL-PUBLIC with any source
address to zone SL-PRIVATE and any destination address. The rule also matches on an application type
default. When we select this application type, the software bases application matches on the attack or
attack group objects. The JunOS OS automatically matches on application or services settings associated
with defined attack or attack group object. We can also specify a configuration application or
application-set or use the "any" option.

The configuration in the figure shows a predefined attack group designed for IP and TCP attacks.
Predefined attack and attack group objects are part of the signature database that can be downloaded
from Juniper networks.

© Juniper Networks. All Rights Reserved



Intrusion Detection and Prevention on IBM CLOUD

We can also specify custom attacks and attacks group objects or dynamic attack group objects. Custom
attack and attack groups are user defined configuration. The software builds dynamic attack groups
using filters that match on a particular option, such as an application.

This example defines an action recommended. This type of action is only applicable to IPS rule base
predefined attack objects. Juniper Networks recommended action is associated with all predefined
attack objects. A rule can have one of the following actions:

no-action: Junos OS takes no action. (used when you only need to generate a log)
ignore-connection: Junos OS stops scanning traffic for the rest of the connection.

mark-diffserv: Junos OS assigns the indicated service-differentiation value to the packet then passes it on
normally.

drop-packet: Junos OS drops a packet before it can reach its destination - but does not close the
connection.

recommended: The action that Juniper networks recommended when it detects a predefined attack.

drop-connection: Junos drops connection, preventing traffic for the connection from reaching its
destination.

close-client: Junos OS closes the connection and sends a RST packet to the client but not the server.
close-server: Junos OS closes the connection and sends a RST packet to the server but not the client.
close-client-and-server: Junos OS closes the connection and sends a RST packet to both client and server.

IP actions prevent repeat attacks. This rule action applies to future sessions that have the same IP action
attribute of the flow on which the software detects an attack. For example, you could configure one of
the IP actions in a rule to block all future HTTP sessions between two hosts if the software detects an
attack on a session between hosts. Optionally you can specify a timeout value defining that the action
should apply only if new sessions initiate within a specified timeout value in seconds.

IP action attributes can be used only in certain combination and list as targets in the following output:
destination-address: Match destination
service: Match source, destination, dst-port, and protocol
source-address: Match source
source-zone: Match source-zone
source-zone-address: Match source-zone and source-address

zone-service: Match source-zone, destination, dst-port, protocol

© Juniper Networks. All Rights Reserved 6
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The following are the possible IP actions:
ip-notify: Notify about future traffic
ip-close: Close future connections

ip-block: Block future connections

Example:

rule 4 {
match {
from-zone SL-PUBLIC;
source-address any;
to-zone SL-PRIVATE;
destination-address any;
application default;
attacks {
predefined-attack-groups "[Recommended]UDP - All";

}
then {
action {
recommended;
}
ip-action {
ip-block;

target source-address;

© Juniper Networks. All Rights Reserved
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APPLYING THE RECOMMENDED IDP POLICY

Starting with Junos OS Release 18.2R1, IDP policy is directly assigned in the security policy rule. This is
to simplify IDP policy usage and to provide flexibility to have multiple policies active at the same time.
As a part of session interest check IDP will enabled if IDP policy is present in any of the matched rules.
IDP policy is activated in security policies, by permitting the IDP policy within the application services.

from-zone SL-PUBLIC to-zone SL-PRIVATE {
policy IDP_POLICY {
match {
source-address any;
destination-address any;
application any;

}
then {
permit {
application-services { - Applying IDP policy to
idp-policy RECOMMENDED; |- security policy
}
}
}

Figure 4

ACTIVATING THE RECOMMENDED IDP POLICY

Only one IDP policy is active on a Junos security platform at any given time. If multiple policies are
configured, you can activate the required policy by executing the command below.

root@vsrx# set security idp default-policy?
Possible completions:
<default-policy> Set active policy

RECOMMENDED

© Juniper Networks. All Rights Reserved 8
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EVALUATING A RULE BASE

Once the RE applies an IDP policy, it pushes the policy to the data plane where the IDP policy
evaluation occurs. IDP policy evaluates only the first packet of a session. If a match occurs, the software
creates a set of objects and caches them within the session for use with attack detection on subsequent
packets.

Junos OS evaluates IDP policies sequentially. If the session matches multiple rules, the Junos OS
performs the most severe action among the rules. The order of severity is as follows:

Close
Drop
Diffserv
Ignore

No action

You can make an IDP rule terminal using the below command:

root@vsrx# set security idp idp-policy RECOMMENDED rulebase-ips rule 1
terminal

When the software configures a match in a terminal rule for source, destination, zones, and application
it does not continue to check subsequent rules for same source, destination, and application. It does not
matter whether traffic matches the attack objects in the matching rule or not. This option is useful for
disregarding traffic that originates from a known trusted source. Terminal rules should appear near the
top of the rule base and before other rules that would match the same traffic.

EXEMPT RULE BASE

The functionality of an exempt rule base complements an IPS rule base. You can write rules in an
exempt rule base to skip detection of a set of attack in certain traffic. Carefully written rules in an
exempt rule base can significantly reduce the number of false positives generated by an IPS rule base.

Note that you must configure an IPS rule base before using an exempt rule base. Rules in an exempt rule
base have the same matching conditions as those of IPS rule base. The exception is that you cannot
configure the application object, which means rules match all applications.

When configuring attack or attack object in an exempt rule base, note that these attacks are attacks the
software should not inspect in traffic matching this rule. No actions are available for exempt rule base.

© Juniper Networks. All Rights Reserved 9



SIGNATURE DATABASE

The signature database is one of the major components of IDP. It contains definitions of different
objects show below that can be used to define IDP policy rule:

e Attack objects
e Application signature objects and
e Service objects.

The database lists the attack objects alphabetically. The names consist of attack object group name and
the name of attack object. The security package downloaded also includes IDP policy templates to
implement IDP policies. You can use policies as they are or customize them for your network
environment. The most widely used template is called the Recommended policy.

ENABLING FIREWALL FILTERS FOR IDP

It is important to allow TCP if firewall filters are configured, otherwise package download will fail.
set firewall filter <filter-name> term <term-name> from source-port 443
set firewall filter <filter-name> term <term-name> from tcp-established

set firewall filter <filter-name term <term-name> then accept

TRACING IDP OPERATIONS

Optionally trace option file can be set to track the download and installation status
set security idp traceoptions file idpd

set security idp traceoptions file size 20m

set security idp traceoptions flag all

set security idp traceoptions level all

If your deployment of vSRX is HA, make sure the clusters is healthy.

NOTE: This document serves as a guide to introduce customers to configuring IDP on vSRX.
This document is not a recommendation, nor does it cover other IDP policy templates available.

We define IDP policies and then assign it to policies. It is recommended that policies which have
reference to IDP policies to be placed at the top of the policy hierarchy.

Intrusion Detection and Prevention on IBM CLOUD
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DOWNLOADING IDP SIGNATURE DATABASE FOR PRIVATE &
PUBLIC DEPLOYMENT (ONLINE METHOD)

Belvi

;ﬁ

Install IDP license

1. License must be applied to both clusters if it is a HA solution

root@dcl-1-vsrx-vSRX> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
idp-sig 1 1 0 2024-
10-01 00:00:00 UTC
idp-sig - IDP Signature

date-based, 2021-04-05 00:00:00 UTC - 2024-10-01 00:00:00 UTC
2. Configure and commit the below statement on vSRX to download IDP security package.

root@vsrx# set security idp security-package url
https://services.netscreen.com/cgi-bin/index.cgi

root@vsrx# show security idp

security-package {
url https://services.netscreen.com/cgi-bin/index.cgi;

3. Download the IDP security package to JUNOS

root@vsrx> request security idp security-package download full-update
node0:

Will be processed in async mode. Check the status using the status checking
CLI

© Juniper Networks. All Rights Reserved 11
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4. Check the status of the download

root@vsrx> request security idp security-package download status

Done; Successfully downloaded from(https://services.netscreen.com/cgi-
bin/index.cgi) and synchronized to backup.Version info:3181 (Tue Jun 18
11:57:00 2019 UTC, Detector=12.6.1301903009)

5. Download the predefined policy template. Use command in step 4 to check the status
root@vsrx> request security idp security-package download policy-templates

6. IDP package will be downloaded to the below directory in JUNOS

root@vsrx> start shell
root@vsrx:~ # 1ls -1 /var/db/idpd/sec-download

—rWw——————- 1 688 935 50927682 Jun 13 11:55 SignatureUpdate.xml
—rTW——————- 1 688 935 187375 Jun 13 11:55 application groups.xml
—rTW——————-— 1 688 935 603663 Jun 13 11:55 application groups2.xml
—rW——————— 1 688 935 1401453 Jun 13 11:55 applications.xml
—rW——————— 1 688 935 11885 Jun 13 11:55 applications.xsd
—rW——————— 1 688 935 5362144 Jun 13 11:55 applications2.xml
—rTW———=———-— 1 688 935 295670 Jun 13 11:55 contexts.xml

-rwxr-xr-x 1 root wheel 801406 Jun 19 02:07 detector-capabilities.xml
—rTW———=———— 1 688 935 513668 Jun 13 11:55 filters.xml

—rTW——————~ 1 688 935 5071615 Jun 13 11:55 groups.xml

-r--r--r-- 1 688 935 14545 Jun 13 11:55 heuristics.bin
-r--r--r-- 1 688 935 2492688 Jun 13 11:55 libidp-detector.so.tgz.v
-r-x------ 1 688 935 4765968 Jun 13 11:55 libgmprotocols.tgz
-rw-r—--r—-— 1 root wheel 83 Jun 19 02:04 manifest.xml

—rW——————— 1 688 935 495 Jun 13 11:55 platforms.xml

—rW——————— 1 688 935 562054 Jun 13 11:55 products.xml

—rTW——————-— 1 688 935 14767 Jun 13 11:55 services.xml

drwxr-xr-x 2 root wheel 512 Jun 19 02:02 sub-download

Checkpoint:

If SignatureUpdate.xml is not found in /var/db/idpd/sec-download/sub-download copy it from
/var/db/idpd/sec-download. SignatureUpdate.xml must be present in /var/db/idpd/sec-download/sub-
download

root@vsrx:~ # 1ls -1lsh /var/db/idpd/sec-download/sub-download

—rW——————-— 1 root wheel 50927682 Jun 19 02:02 SignatureUpdate.xml

© Juniper Networks. All Rights Reserved 12
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7. Install the downloaded security package

root@vsrx> request security idp security-package install

Will be processed in async mode. Check the status using the status checking
CLI

Will be processed in async mode. Check the status using the status checking
CLI

root@vsrx:~ # exit
8. Check the status of install

root@vsrx> request security idp security-package install status

node0
Done;Attack DB update : successful - [UpdateNumber=3181,ExportDate=Tue Jun
18 11:57:00 2019 UTC,Detector=12.6.130190309]

Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : not performed
due to no active policy configured.

nodel
Done;Attack DB update : successful - [UpdateNumber=3181,ExportDate=Tue Jun
18 11:57:00 2019 UTC,Detector=12.6.130190309]

Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : not performed
due to no active policy configured.

9. Check IDP security package version

root@vsrx> show security idp security-package-version

Attack database version:3291 (Thu Jun 18 13:24:12 2020 UTC)
Detector version :12.6.130200415
Policy template version :3266

nodel:

Attack database version:3291 (Thu Jun 18 13:24:12 2020 UTC)
Detector version :12.6.130200415

Intrusion Detection and Prevention on IBM CLOUD
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Policy template version :3266

10. Install predefined policy templates downloaded in step 5. These policy templates serve as an example from
Juniper Networks, but custom policies can be built according to customer needs.

Checkpoint:
Step 5 should be completed for installing (step 10) and checking policy status (step 11)
Make sure that template.xml is present in the /var/db/idpd/sec-download/sub-download

root@vsrx:~ # 1s -1sh /var/db/idpd/sec-download/sub-download
164 -rw-r--r-- 1 root wheel 162K Jun 19 08:00 templates.xml

Juniper Networks provides predefined policy templates that you can use as a starting point for creating
your own policies. Each template is set of rules of a specific rule-base type that you can copy and then
update according to your requirements.

root@vsrx> request security idp security-package install policy-templates

Will be processed in async mode. Check the status using the status checking
CLI

Will be processed in async mode. Check the status using the status checking
CLI

Checkpoint:
Before you proceed with Juniper Networks template installation, make sure that templates have been
downloaded by executing the command shown on step 5.

11. Check the status of policy install.

root@vsrx> request security idp security-package install status
node0:

Done;policy-templates has been successfully updated into internal repository
(=>/var/run/scripts/commit/templates.xsl) !

Done;policy-templates has been successfully updated into internal repository
(=>/var/run/scripts/commit/templates.xsl) !

12. Activate template script

root@vsrx# set system scripts commit file templates.xsl
root@vsrx# commit

© Juniper Networks. All Rights Reserved 14
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13. Verify policy templates

Note: The below command is a hidden command and you need to type in the full command.
root@vsrx# set security idp active-policy ?
Possible completions:

<active-policy> Set active policy

Client-And-Server-Protection

Client-And-Server-Protection-1G

Client-Protection

Client-Protection-1G

DMZ Services

DNS Service

File Server

Getting Started

IDP Default

RECOMMENDED

Recommended

Server-Protection

Server-Protection-1G

Web Server

© Juniper Networks. All Rights Reserved 15
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DOWNLOADING IDP SIGNATURE DATABASE FOR PRIVATE
DEPLOYMENT (OFFLINE METHOD)

Offline method is required for Private only deployments as they do not have public connection.

1. Enable Trace options

root@vsrx# set security idp traceoptions file idpd
root@vsrx# set security idp traceoptions file size 20m
root@vsrx# set security idp traceoptions flag all
root@vsrx# set security idp traceoptions level all
root@vsrx# commit

2. After committing the configuration in step 1 execute the below command

root@vsrx> request security idp security-package download full-update

This command is to used get the correct download URL constructed in the idpd file. Since the vSRX
does not expect to have an Internet connection, the command will give a failure status in the CLI,
which is expected.

3. After step 2, get the URL of security package in /var/log/idpd file. You can search the URL
with help of below operational command:

{primary:node0}
root@vsrx> show log idpd | match SecPackage

Sample URL from the "/var/log/idpd" log:

Mar 10 22:07:19 [idp secpack download handler]: URL sent to get the
SecPackage is: https://services.netscreen.com/cgi-
bin/index.cgi?device=srxtvps&adv dev info=&feature=idp&os=18.4&build=2&dfa=hs

© Juniper Networks. All Rights Reserved 16


https://services.netscreen.com/cgi-bin/index.cgi?device=srxtvp&adv_dev_info=&feature=idp&os=18.4&build=2&dfa=hs&platform_version=17.4&detector=12.6.130200109&from=&to=latest&type=update&sn=&release=10
https://services.netscreen.com/cgi-bin/index.cgi?device=srxtvp&adv_dev_info=&feature=idp&os=18.4&build=2&dfa=hs&platform_version=17.4&detector=12.6.130200109&from=&to=latest&type=update&sn=&release=10

&platform version=17.4&detector=12.6.130200109&from=&to=latest&type=updatess

n=&release=10

NOTE: The bellow output reflects that the URL was obtained from a vSRX 2.0 device. When obtaining
such URL from a vSRX 3.0, a number three is appended after the word vSRX.

Sample URL from the "/var/log/idpd" log on vSRX 3.0:

Nov 19 17:49:57 [idp secpack download handler]: URL sent to get the
SecPackage is: "https://signatures.juniper.net/cgi-
bin/index.cgi?device=vsrx3bsd&adv _dev info=&feature=idp&os=20.4&build=3&dfa=
hs&platform version=3bsdl9.4&detector=12.6.180200828&from=&to=latesté&type=up
date&sn=af56b763bl65&release=10"

4. Copy the above URL and change the "type" parameter value to "offline" as shown below

https://services.netscreen.com/cgi-
bin/index.cgi?device=srxtvp&adv dev info=&feature=idp&os=18.4&build=2&dfa=hs
&platform version=17.4&detector=12.6.130200109&from=&to=1latest&type=offlines&
sn=&release=10

5. Browse the URL using IE/Firefox/Chrome: It will download offline-update.tar.gz file.

° ® NewTab x +

{3 @ services.netscreen.com

i Aps B3 S
il App: J VSRX-IDP-offline-update.tar.gz

6. Transfer the downloaded security package to vSRX. In the case of HA deployments, the package will be
transferred to the node which is acting as primary for RGO.

% scp VSRX-IDP-offline-update.tar.gz root@<ip>:/var/tmp
7. IDP License must be applied to both nodes if it is an HA solution.
root@vsrx> show system license

License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
idp-sig 1 0 1 2019-07-18 00:00:00

Intrusion Detection and Prevention on IBM CLOUD
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8. Download the IDP security package to JUNOS

root@vsrx> request security idp security-package offline-download package-
path /var/tmp/vSRX-IDP-offline-update.tar.gz

9. Check the status of download

root@vsrx> request security idp security-package offline-download status

Done;Signature package offline download Successful.

10. IDP package will be downloaded to the below directory in JUNOS

root@vsrx> start shell
root@vsrx:~ # 1ls -1 /var/db/idpd/sec-download

“rWw--——--——- 1 688
“rw--——--—- 1 688
“rWw--——--——- 1 688
“rw--——--—- 1 688
“rWw--——--——- 1 688
—rwW--———-——- 1 688
“rW--——--——- 1 688
-rwxr-xr-x 1 root
“rW--——--——- 1 688
—rwW--———-——- 1 688
-r--r--r-—- 1 688
-r--r--r-— 1 688
-r-x------ 1 688
-rw-r--r-—- 1 root
—“rw--——--——- 1 688
—rwW--———-——- 1 688
“rwWw--——--——-— 1 688

drwxr-xr—-x 2 root

935
935
935
935
935
935
935
wheel
935
935
935
935
935
wheel
935
935
935
wheel

50927682
187375
603663

1401453
11885
5362144
295670
801406
513668
5071615
14545
2492688
4765968
83

495
562054
14767
512
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02:
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11:
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02:
11:
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11:
02:
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55
55
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55
07
55

55
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04
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02

SignatureUpdate.xml
application groups.xml
application groups2.xml
applications.xml
applications.xsd
applications2.xml
contexts.xml
detector-capabilities.xml
filters.xml

groups.xml
heuristics.bin
libidp-detector.so.tgz.v
libgmprotocols.tgz
manifest.xml
platforms.xml
products.xml
services.xml
sub-download
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Checkpoint:
If SignatureUpdate.xml is not found in /var/db/idpd/sec-download/sub-download copy it from
/var/db/idpd/sec-download. SignatureUpdate.xml must be present in /var/db/idpd/sec-download/sub-
download
root@vsrx:~ # ls -1lsh /var/db/idpd/sec-download/sub-download
—rW——————— 1 root wheel 50927682 Jun 19 02:02 SignatureUpdate.xml

11. Install IDP security package

root@vsrx> request security idp security-package install

Will be processed in async mode. Check the status using the status checking
CLI

12. Check the status of install

root@vsrx> request security idp security-package install status

Done;Attack DB update : successful - [UpdateNumber=3180,ExportDate=Thu Jun
13 11:55:28 2019 UTC,Detector=12.6.130190309]
Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : not performed due to
no active policy configured.

13. Optionally install predefined policy-templates downloaded earlier.

Juniper Networks provides predefined policy templates that you can use as a starting point for creating
your own policies. Each template is set of rules of a specific rule-base type that you can copy and then
update according to your requirements.

root@vsrx> request security idp security-package install policy-templates

Will be processed in async mode. Check the status using the status checking
CLI
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Will be processed in async mode. Check the status using the status checking
CLI

14. Check the status of install
root@vsrx> request security idp security-package install status

Done;policy-templates has been successfully updated into internal repository
(=>/var/run/scripts/commit/templates.xsl) !

15. Check the version of security package
root@vsrx> show security idp security-package-version

Attack database version:3180 (Thu Jun 13 11:55:28 2019 UTC)
Detector version :12.6.130190309
Policy template version :3180

At this stage vSRX is IDP ready, specific IDP policy needs to be configured to analyze traffic for signs of
possible incidents, violations, or imminent threats. See Appendix for sample IDP policy configuration.

AUTOMATIC SECURITY PACKAGE DOWNLOAD

You can configure a Private/Public security platform to automatically download the security package.

show security idp

security-package {
automatic {
start-time "2019-7-12.09:00:00 +0000";

Number of hours

F 3

interval 24;

enable;

Figure 7
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MONITORING IDP POLICIES

root@vsrx> show security policies policy-name <policy-name> detail
root@vsrx> show security idp status
root@vsrx> show security idp counters

root@vsrx> show security idp memory

REMOVING IDP POLICIES AND DEPENDENCIES FROM THE
CONFIGURATION

Before downgrading the vSRX license to a Standard from CSB, you must delete all configuration
referring to any feature licenses under the Content Security Bundle licenses. In this case, all IDP
configuration dependencies must be removed for the vSRX to commit the configuration properly to

avoid conflicts for a missing license of a configured feature.

Execute the following commands to gather all dependencies.

show security policies | match idp | display set
show system scripts | display set

show security idp | display set

Then delete the configuration stanza for each of the above dependencies.

Example:

delete security policies from-zone <S$zonel> to-zone <$zone2> policy
<$policy> then permit application-services idp

delete system scripts commit file templates.xsl

delete security idp
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APPENDIX

IDP Recommended Policy Configuration in SET Commands

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy
" [Recommended] IP-Critical"

set security idp idp-policy
" [Recommended] IP-Minor"

set security idp idp-policy
" [Recommended] IP-Major"

set security idp idp-policy
" [Recommended] TCP-Minor"

set security idp idp-policy
" [Recommended] TCP-Major"

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy
" [Recommended] ICMP-Major"

set security idp idp-policy
" [Recommended] ICMP-Minor"

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp
" [Recommended]Minor -

idp-policy
SNMP"

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp idp-policy

set security idp
" [Recommended] UDP

idp-policy
—_ Allll
set security idp idp-policy

RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED

RECOMMENDED

RECOMMENDED

RECOMMENDED

RECOMMENDED

RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED

RECOMMENDED

RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED

RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED
RECOMMENDED

RECOMMENDED

rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips

rulebase-ips

rulebase-ips

rulebase-ips

rulebase-ips

rulebase-ips

rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips

rulebase-ips

rulebase-ips

rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips

rulebase-ips

rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips
rulebase-ips

rulebase-ips

rulebase-ips

rule
rule
rule
rule
rule

rule

rule

rule

rule

rule

rule
rule
rule
rule
rule
rule

rule

rule

rule
rule
rule
rule
rule
rule

rule

rule
rule
rule
rule
rule
rule

rule

rule

e e e e

N NN N DN R

match
match
match
match
match

match

match

match

match

match

from-zone SL-PUBLIC
source-address any
to-zone SL-PRIVATE
destination-address any
application default

attacks predefined-attack-groups

attacks predefined-attack-groups

attacks predefined-attack-groups

attacks predefined-attack-groups

attacks predefined-attack-groups

then action recommended

match
match
match
match
match

match

match

from-zone SL-PUBLIC
source-address any

to-zone SL-PRIVATE
destination-address any
application default

attacks predefined-attack-groups

attacks predefined-attack-groups

then action recommended

match
match
match
match
match

match

from-zone SL-PUBLIC
source-address any
to-zone SL-PRIVATE
destination-address any
application default

attacks predefined-attack-groups

then action recommended

match
match
match
match
match

match

from-zone SL-PUBLIC
source-address any

to-zone SL-PRIVATE
destination-address any
application default

attacks predefined-attack-groups

then action recommended
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IDP Recommended Policy Configuration in hierarchical level

idp-policy RECOMMENDED {
rulebase-ips {
rule 1 {
match {
from-zone SL-PUBLIC;
source-address any;
to-zone SL-PRIVATE;
destination-address any;

application default;

attacks {
predefined-attack-groups [ "[Recommended]IP-Critical" " [Recommended]IP-Minor"
" [Recommended] IP-Major" "[Recommended] TCP-Minor" " [Recommended] TCP-Major" ];
}
}
then {
action {
recommended;
}
}
}
rule 2 {
match {

from-zone SL-PUBLIC;
source-address any;
to-zone SL-PRIVATE;
destination-address any;
application default;

attacks {
predefined-attack-groups [ "[Recommended] ICMP-Major" "[Recommended]ICMP-

Minor" 1;

}
then {
action {

recommended;
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FREQUENTLY ASKED QUESTIONS

What is signature database

The signature database is one of the major components of Intrusion Detection and Prevention (IDP). It contains
definitions of different objects, such as attack objects, application signatures objects, and service objects—that are
used in defining IDP policy rules.

Where is Juniper’s IDP signature database hosted

IDP Signature database is hosted in public cloud.

How often are the Signature database updated?

Juniper has a dedicated team for Signatures and Publishes update to its signature database approximately once in
every 2 weeks.

How is Standalone deployment different from HA deployment?

Download and installation of security packages for Standalone and HA is similar.

For HA deployment, license must be applied on both the nodes of cluster. Downloading IDP Security package and
installation is performed on primary node only.

Can the signature be auto updated?

Yes, auto update can be performed for deployment which has internet access. Please refer to the below link

https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-idp-signature-
database.html#id-example-updating-the-signature-database-automatically

What goes in new signature database update?

As a response to new vulnerabilities, Juniper Networks periodically provides a file containing attack database
updates on the Juniper website. You can download this file to protect your network from new threats.

How can | search the signature database?

You can use our searchable database of IPS signatures and Application signatures to help protect your
environment. These signature pages will give you visibility into the vulnerabilities covered, their CVE numbers,
their CVSS scores and our recommendation for deployment.

https://threatlabs.juniper.net/home/search/#/list/ips
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How can | get started with IPS using J-Web?

Check the following YouTube videos where Juniper guides you step by step on how to set up IPS.
Installing IPS Signatures with J-Web

https://www.youtube.com/watch?v=vplzNsA5h-U&feature=emb_title

Using IPS Templates with J-Web
https://www.youtube.com/watch?v=InOn9RE9rBo&feature=emb_title

To learn more about Intrusion Detection and Prevention Click here to download the User Guide or visit
the Juniper documentation site at https://www.juniper.net/documentation/en_US/junos/topics/topic-
map/security-idp-overview.html

How to update IDP Signature Database off-line for vSRX 3.0?
If you are still having issues after following the offline method chapter. Please visit the official Juniper

Networks KB article for more details.

https://supportportal.juniper.net/s/article/SRX-How-to-update-IDP-Signature-Database-off-
line?language=en_US
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